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DETALLE DE LAS VULNERABILIDADES IDENTIFICADAS

A continuacién, se presentan los resultados obtenidos durante las pruebas de RETEST realizadas sobre el alcance definido en la parte superior de este
documento.

Nro. Descripcion de la vulnerabilidad identificada y el

. Estado Descripcion
. . Categoria

riesgo asociado
Pruebas de Ethical Hacking — Aplicaciones

SISTEMA DE INFORMACION — Portal Institucional

Se identificd que se ha tomado accion sobre la vulnerabilidad, sin embargo, aun
Formulario susceptible ante ataques PARCIALMENTE | es posible realizar un ataque recurrente de envio de informacion.

28 MEDIO
recurrentes RESUELTO

Por lo que la vulnerabilidad se da como: Parcialmente resuelto.

Se identificd que se ha tomado accion sobre la vulnerabilidad, sin embargo, aun

30 Inadecuado filirado de puertos expuestos a la MEDIO PARCIALMENTE | se encuentran expuestos diversos puertos a Internet.”

red RESUELTO
Por lo que la vulnerabilidad se da como: Parcialmente resuelto.
Se identificé que se ha realizado configuraciones sobre el protocolo HTTP, sin
31 Debilidades en cabeceras del protocolo HTTP BAJO PA&géﬁLEI\fIEgTE embargo, aun se expone informacién innecesaria: “server: nginx

Por lo que la vulnerabilidad se da como: Parcialmente resuelto.
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PRUEBAS DE RETEST - APLICACIONES WEB

Formulario susceptible ante ataques recurrentes

Request Payload Status code Response received
i} 200 BN
I I | 200 B28
2 2z 200 879
3 B 200 1056
4 4 200 B45
> 5 200 g78
& & 200 842
7 7 200 840
& g 200 856
9 9 200 838
10 10 200 824
Request Response
Pretty Raw Hex
000000

—————— WebKitFormBoundaryB&UALGSpYym] Zhury
Content-Disposition: form-data; name="cbxTipoConsultaDetalle"

—————— WebKitFormBoundaryB&UALGSpYym] 2hury]

Content -Disposition: form-data; name="up

Content-Type:

application/octet-stream

WebKitFormBoundarySUALGSpYymi Zhury

ILcad",' filename=""

Content-Disposition: form-data; name="txtContactanosMensaje"

prueba retest
—————— WebKitFormBoundary&UALGSpYym] Zhury
Content-Disposition: form-data; name="token"

MLEL1FUCKOx] - S8fxWefhZ- JtyMsy yDanYZ01dUJgTdtwzkIC
Aex537B0hv_FmOoirSAf_VrnAx4neNdeBkGBIDcS33FHNARaS 4t RiNmVe rBXEL 8J0DP2iNRvoc2-qLWIIZzDkt GBrpbueRSPAVD_mYNZBt JSEW
s3cBuBy 7p03fmhxime rPOYbzl 26MNgNCx COHk 1Y Q8Ft mxt mahQQT Rgp LhZhy nSEWSELNy C- - cOWNDJCagl Kek Z92HCL 1 bsWs40s F8- WD YNI -+
- I6ZK6p JFBURL D4CwTYBAS] PUNL X75Ypy XSy dviwi_bBETv1FekJq6LCZ-DIMYxpzH] Xi_Ohx-IhflB VMH3kKWTfJxyLaV72aNLAJLfCfbNpEs
uxnGynuWNIFMhDp] q3 SdmglvEdHSol _67wi_pg27EbIzo6pl_j 4BoSvONVed] ¥BykPgdx1TMpil6Elt1rGAkBkz X - KOhNoIZGs1 uT40CaxHOE
aVkUViPsalzwzdysCk - BWTEo 2XxRF] QvHXMeldvll gl 3cACUCFLnobk - zPmv17ial 1Fkz IRANUQ4SWz c ISk XKd T womoginiQ7iDxUkgt T61c
571 Unl r TrSauwe Swd@i wrG Tk nkRz1 C20F1 HNASGS 1] kakK ARt 00T Hz - FynReakd mrdecHend 1 mASEA7RORI Inan TRAWhySa 40 rOmT ek ik f On et

Evidencia de vulnerabilidad parcialmente resuelto
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Request Payload Status code Response received
200 B11
[1 1 200 B28

2 2 200 B79
3 3 200 1056
4 4 200 B45
5 5 200 E7E
6 6 200 B42
7 T 200 240
] 8 200 B56
o b | 200 E38
10 10 200 B24

Request Response

Pretty Raw Hex

HTTR/1.1 200 0K

Server: nginx

Date: Sun, ©1 Jun 2025 21:18:03 GMT

Content -Type: applicationsjson

Connection: keep-alive

Cache-Control: must-revalidate, no-cache, private
¥-UA-Compatible: IE=edge

= Content-language: es

o  X-Content-Type-Options: nosniff

1m  Expires: Sun, 19 Moy 1978 G5;00:00 GMT

11 Wary:

12 Content-Security-Policy: upgrade-insecure-requests;
1z  X-Frame-Options: SAMEORIGIM

14 Strict-Transport-Security: max-age=31536000; includeSubdomains
15  Referrer-Policy: no-referrer

15 X-¥SS-Protection: 1; mode=hlock

17 X-Permitted-Cross-Domain-Folicies: none

15 Content-Length: 22

[LRL TS

0~

19
20 {
"response": "success"
H
Evidencia de vulnerabilidad parcialmente resuelto
Evidencia
Request Payload Status code Response received
o 200 BN
1 1 200 818
2 2 200 B79
3 3 200 1056
4 4 200 845
L5 5 . 200 878
I 6 | 200 B42
K ¥ 200 B40
& g 200 856
o o 200 838
10 10 200 824
Request Response
Pretty Raw Hex
45  ------ WebKitFormBoundary8UALGSpYym] 2hury
5o Content-Disposition: form-data: name="chbxDistrito"
51
5z 000000
53 ------ WebKitFormBoundary8UALGSpYymj 2hury

Content-Dispesition: form-data; name="chxTipoConsultalbetalle"

—————— WebKitFormBoundaryBUALGSpYym] Zhurv
Content-Disposition: form-data; name="upload"; filename=""
Content-Type: application/octet-stream

------ WebKitFormBoundaryGUALGSpYym] Zhurv
Content-Disposition: form-data: name="txtContactanosMensaje"”

prueba retest
—————— WebKitFormBoundaryBUALGSpYym] Zhury
Content-Disposition: form-data; name="token"

r.J O3AFcWe A7CZxB8cnJUxgBFxTOz0h1 raWr8A1xhSAhOh4GRyOHO4ALOTuel SsMPNLEL1 fUCKOx 1 - S8fxVefhZ- JtyMsyyD4nYZ01dUJgTdtwzkIQ
Aex537B0hv_FmOoirSAT_VrnAx4neNde8kGBIDcS33THNARAS 4t RiNm Ve rBXEL 8J0DP21MRy oc 2- gLWIIZzDkt GBrpbueRSPAVO_myNZEL JSEW
s3cByEvTp03Tmhxime rPOYbz1 26MgNCx COHK 1Y OSFt mxt mah Q0T Rgp Lh 2hyn3BWNSELNC - - cOWNGI Cagl KEk Z92HCLL b sWS40s 8- VD YNNI -H

TETYCm 1EDI ] AAC  TWOAD S DRI W TEWm  WE 0w At 8 kDTl Eals 14l ©F PTHWwrmals Vs Oke ThE10 VMU0 VAT E Twol =0T Tmkl & 17 Frf b S

b
Evidencia de vulnerabilidad parcialmente resuelto
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Evidencia

2 Content-Security-Policy: upgrade-insecure-requests;
3 X-Frame-Options: SAMEORIGIM

7 X-Permitted-Cross-Domain-Policies:
g  Content-Length: 22

none

20 {
"response":"success"

¥

14 Strict-Transport-Security: max-age=31536000; includeSubdomains
15 Referrer-Policy: no-referrer
15 X-X55-Protection: 1; mode=block

Request Payload Status code Response received
0 200 81
1 1 200 B2B
2 2 200 B79
3 3 200 1056
4 4 200 B45
5 5 200 B7R
[& 5 200 B42
¥ ¥ 200 B40
8 8 200 856
9 9 200 838
10 10 200 B24
Request Response
Pretty Raw Hex
1 HTTR/1.1 200 OK
2 Server: nginx
3 Date: Sun, 01 Jun 2025 21:18:10 GMT
4 Content-Type: application/json
5 Connection: keep-alive
5 Cache-Control: must-revalidate, no-cache, private
7  X-UA-Compatible: IE=edge
5 Content-language: es
o  X-Content-Type-Options: nosniff
17 Expires: Sun, 19 Nov 1978 05:00:00 GMT
11 Vary:

Evidencia de vulnerabilidad parcialmente resuelto

Request

Pretty Raw Hex I n =
GS2.1.51748812308§02$91$t1748813077$] 37§10$h1919125079; _ga=GAl.2.1650076812.1748756996
Content-Length: 2732
Sec-Ch-Ua: "Not/A)Brand";v="8",
Accept -Language: en-US
Sec-Ch-Ua-Mobile: 70
8 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/126.0.6478.127 Safari/S37.36
Content-Type: application/x-www-form-urlencoded
Accept: application/json, text/javascript, */%;
X-Requested-With: XMLHttpRequest
Sec-Ch-Ua-Platform: "Linux"
Origin: https://acerosarequipa.com
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
7 Accept-Encoding: gzip, deflate, br
Priority: u=l, i
i.keep:alive

"Chromium";v="126"

charset=UTF-8
¢=0.01

nombre=JUANSapel1ido=RETESTSpais=PERUSdepartanent o=LIMAGist rito=LIMAGempresa=PRUEBAS
ruc=21f412345676enail=prueba%40hotmail . const el efono=987456321 &mensaje=retest1&
como_llego=Redes+Socialeséperfil=Comercializador_de_chatarra&como_llego_ot ros=&token=
03AFCWeAS_A-BwSj v2sUSIQiRMt xuTv3Fhy ffZISHHNEhdVoNbeEgJzQdUcQ3xNszFt fcUrLfZZg0c_ZoFZHkig
9KwzgNOJIHhECUFLMHXTEXsbxpIThBf AOFEoLMfYGTy 9aDLz 2MAnZSHXFMB0Q9gzS3X - ZVO2nRD1L M52 35Mgwil 8- 6
MMb SFHK COTNVOUVywwpiUFcyDHA2VgHK YVDCQUoSY] QRF0Q1BITKYTIaRNAABS68gYEF9STd6h8alnEpnOKhHHB
JCkMM4h7pSahlhETCSPAUytUGe ASDDAY7S6EGZZ_VSYNGESYSL - 3xsYxNkpuD6hPiienOXHYSVVY7YT7fG2pSaQ
S8zX60RP3YEbUCCOONOOgCqx f fSDLZBPONWSRAPLt st AFL ABNZOMSJ3QxwpiktR2-wl0j rt CvIlGVxrKs1okkyB
0glLiovxGBurJGrBEOXEFM] _rVB30JBk XFGYe9XxcwlREvCy76_pOAWSt ORa2qWSLCSSHQzLECpQ_FBCx94xeeS
eDiq3nqfUhSeAUpGOTZgCnZO0BNSC3] awZVMT1AnUao3v - VesnykZnl 3ej RIENLGvXACSL_mu2T-SEwDySK_4pB

Response

Pretty

Raw Hex

HTTP/1.1 200 OK

Server: nginx

Date: Sun, Ol Jun 2025 21:27:46 GMT

Content-Type: application/json

Connection: keep-alive

Content-Security-Policy: upgrade-insecure-requests;
X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN
Strict-Transport-Security: max-age=31536000; includeSubdomains
Referrer-Policy: no-referrer

X-XSS-Protection: 1; mode=block
X-Permitted-Cross-Domain-Policies: none
Content-Length: 42

"status":200,
"message":"Mensaje enviado"
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Inadecuado filtrado de puertos expuestos a la red

Evidencia

Starting Nmap 7.94SVN ( https://nmap.org )

Nmap scan report for acerosarequipa.com (69.10.48.7
Host is up (@.12s latency).

Not shown: 89 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE

21/tcp open ftp

25/tcp open smtp

53/tcp open domain

80/tcp open http

110/tcp open pop3

143/tcp open imap

443/tcp open https

465/tcp open smtps

587/tcp open submission

993/tcp open imaps

995/tcp open pop3s

Nmap done: 1 IP address (1 host up) scanned in 3.44 seconds

/home/kali

Evidencia de vulnerabilidad parcialmente resuelto

Debilidades en cabeceras del protocolo HTTP

5 httos://acerosareauioa.com GET Ioefes! 200 384337 HIML Pagina Oficial AcerosAr... v 69.10.48.76 SSESS2d

[
Os= =

Request Response

Pretty  Raw Hex nw o= Pretty  Raw Hex  Render nw o=

1 GET /pefes/ HTTP/1.1
Host: acerosarequipa.com
Upgrade-Insecure-Requests: 1 —Surry un 2025

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 1 Content-Type: text/html; charset=UTF-8
AppleWebKit /537,36 (KHTML, like Gecko) Chrome/126.0.6478.127 Connection: keep-alive
Safari/537.36 6 Cache-Control: max-age=86400, public

5 Accept: 7 X-Drupal-Dynamic-Cache: MISS
text/html, application/xhtml+xml,application/xnl;q=0.9, inage/avif,im 5 X-UA-Compatible: IE=edge
age/webp,image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0. 9 Content-language: es
7 10 X-Content-Type-Options: nosniff

6 Sec-Fetch-Site: none 11 X-Drupal-Cache-Tags: block_view config:block.block.alternadordeidioma

7 Sec-Fetch-Mode: navigate config:block.block .boots_theme_account_menu config:block.block.boots_theme_branding
Sec-Fetch-User: 71 config:block.block.boots_theme_breadcrumbs config:block.block.boots_theme_content
Sec-Fetch-Dest: document config:block.block.boots_theme_footer config:block.block.boots_theme_local_actions
Sec-Ch-Ua: "Not/A)Brand";v="8", "Chromiun";v="126" configiblock.block.boots_theme_main_menu config:block.block.boots_theme_messages
Sec-Ch-Ua-Mobile: 70 config:block.block.boots_theme_powered config:block.block.boots_theme_search
Sec-Ch-Ua-Platform: "Linux" config:block.block.boots_theme_tools config:block.block.direcciones_del_footer
Accept-Language: en-US config:block.block.header_contactanos config:block.block.menu_de_categoria_de_productos
Accept-Encoding: gzip, deflate, br config:block.block.menu_de_categoria_de_productos_mobile config:block.block.webform
Priority: u=0, i config:block.block.webforn_2 config:block_list config:configurable_language_list

Connection: keep-alive config:user.role.anonymous http_response rendered url.site
12 X-Drupal-Cache-Contexts: cookies:big_pipe_nojs languages:language_interface languages:language_url
18 route session.exists theme url.country url.query_args: wrapper_format url.site user.node_grants:view
user.permissions
13 Expires: Sun, 19 Nov 1978 05:00:00 GMT
14 Vary: Cookie
15 X-Drupal-Cache: MISS
15 Set-Cookie: SSESS2d1b7a0fcaddGefdf95a25c75967a214=owoviVy 31rPTOanXROhvwrl f1RFGY3- eQdxtPIMLQULS;
expires=Tue, 24-Jun-2025 09:22:57 GMT; Max-Age=2000000; path=/; domain=.acerosarequipa.com; secure;
HttpOnly
Content-Security-Policy: upgrade-insecure-requests;
X-Frame-Options: SAMEORIGIN
Last-Modified: Sun, 01 Jun 2025
ETag: "1748756977"
Strict-Transport-Security: max-age=31536000; includeSubdomains
Referrer-Policy: no-referrer
X-XSS-Protection: 1; mode=block
X-Permitted-Cross-Domain-Policies: none
Content-Length: 382345
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